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Connecting to UNOSECURE Windows Vista

The following instructions and general notes are for Windows Vista users. After the setup is completed,
you will need to login to the UNO-Domain only for the initial connection. Vista will retain your login
credentials and your system will automatically reconnect to the domain every time you connect to the
UNO wireless network. This will remain in effect as long as your UNO account is active or until your
password changes at which time you will have to login with the new password. Since your laptop will
connect using your credentials, anyone borrowing your laptop will be identified as you. Please be
careful since you are responsible for following all UNO policies regarding the use of the UNO network
with your account. If you have problems call the UNO Help Desk at 280-HELP (4357) for assistance.

1. Click Start and select Control Panel.
2. Double-click Administrative Tools.
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3. Double-click Services.

4. Double-click Wifed AutoConfig.
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5. Startup type: Automatic. Click Start under Service status. Then, click OK.

6. Close Services window.
7. Click Back to go back to the Control Panel.

Wired AutoConfig Properties (Local Computer) =

General | Log On | Recovery | Dependencies |

Service name: dot3dsve

Display name: Wired AutoConfig

Description: This service perfoms |EEE 802.1X authentication  »
Losaipbon Ln Ethemet interfaces =
Path to executable:
C:\Windows'system32'svchost exe k« Local SystemNetwork Restricted
Statuptype:  |Manual -
Automatic (Delayed Start

Help me configure F A ile '
— Manual

) Disabled
Service status:  Sroppea

You can specify the start parameters that apply when you start the service
from here.

It

ause Resume

Start parameters:
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8. Double-click Network and Sharing Center.
9. Click Manage Wireless Networks on the left.

5% » Control Panel » Network and Sharing Center

Tavs Network and Sharing Center

View computers and devices

Connect to 3 network

Set up a cornection or network >
NETCOMM-LAPTOP
Manage network connections (This computer)

Diagnose ard repair

5.- Not connected

Wireless networks are available.
Connect to a network

See also
Bluetooth Devices
Infrared

Internet Options

Windows Firewall

= [ 4 |[ search

Manage wirzless networks w =x= U

Internet

View full map
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10. Click Add.
11. Click Manually create a network profile.

=lle &

kj 1 Manually connect to a wireless network
How do you want to add a network?

Cfﬂ.. Add a network that is in range of this computer
This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer.

=% This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID} and
security key (if applicable).

A Create an ad hoc network
" This creates a temporary network for sharing files or an Internet connection

Cancel
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12. Network name: unosecure
Security type: WPA2-Enterprise
Encryption type: AES
13. Check Start this connection automatically.
14. Check Connect even if the network is not broadcasting.
15. Click Next.

Enter information for the wireless network you want to add

Network name: unosecure

Security type: \WPA-Enterprise

Enceyption type: |aes.

Secunty Key/Passphrase:

7] Start this connection automatically

[¥] Connect even if the network is not beoadcasting
Warning: if you select this option, your computer’s privacy might be at nisk.

[ Gonce |
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16. Click Change connection settings.

Successfully added unosecure

< Connect to...

Open the "Connect to a network” dialog so I can connect.

“ Change connection settings
Open the connection properties so that I can change the settings.
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17. Check Connect automatically when this network is in range.
18. Check Connect to a more preferred network if available.

19. Check Connect even if the network is not broadcasting.

20. Click the Security tab at the top of the window.

_At‘:.nosecurgi\lryi‘rglje_ssﬂﬁetwqu of

Connection | Seaurity |

Name: unosecure
SSID: unosecure
Network Type: Access point

Network Availability: All users

V| Connect automatically when this network is in range
V| Connect to a more preferred network if available
[¥] Connect even if the network is not broadcasting
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18. Security type: WPA2-Enterprise Encryption type: AES

19. Choose a network authentication method: Protected EAP (PEAP)

20. Check Cache user information for subsequent connections to this network.
21. Click Settings.

A_unosecure \Aﬁ;ele-ss Network properti

Choose a network authentication method:

[ Microsoft: Protected EAP (PEAP) v [ settings... |
g Cache user information for subsequent connections
~to this network
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22. Uncheck Validate server certificate.

23. Select Authentication Method: Secured password (EAP-MSCHAP v2)

24. Click Configure.

Protected EAP Properties
‘| When connecting;
[T validate server cerfificate

[7] connect to these servers:

Trusted Root Certification Authorities:

[7] GTE CyberTrust Global Root
[T http:/fwaw. valicert.com/
[7] MicrosoftRoot Authority

[ Ciass 3 Public Primary Certification Authority
[T] Entrust.net Secure Server Certification Autharity
[7] Equifax Secure Certificate Authority

[7] MicrosoftRoot Certificate Authority

[t | »

4| 1f

| »

certification authorities.

Select Authentication Method:

[7]Do not prompt user to authorize new servers or trusted

[Secured passward (EAP-MSCHAP v2)

'] [ Configure... ]

[|Enable Fast Peconnect
[]Enable Quarantine checks

[ Disconnect if server does not present cryptobinding TLV

ok || cancel |

30. Uncheck Automatically use my Windows logon name and password (and domain if any).

-~

f EAP MSCHAPv2 Pfopertis

When connecting:

=)

2 Automatically use my Windows logon name and
password {and domain ff any).

o |

Cancel
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31. Click OK on all open windows.
32. Click the balloon when it appears.

Ik Additional information is required to connect to unosecure.
2. Click to provide additional information and connect

— ] RO g T O IR =
B D UR TG

33. Enter UNO Username.

34. Enter UNO Password.

35. Logon domain: UNO-DOMAIN
36. Click OK.

' Enter Credentials i

User name: |

Password;

Logon domain:

Save this user name and password for futurs use

Lo ] [ concel |

The computer should now connect to the UNO Secured Wireless Network with WPA2
Encryption.

If you encounter any trouble, feel free to contact the Help Desk at (504) 280-4357 or by email
at helpdesk@uno.edu. You may also stop by the Help Desk, located in the UCC Room 101.

UCC Help Desk ©2014 University of New Orleans Page 11 of 11
helpdesk@uno.edu University Computing & Communications Rev. Feb.21,14


mailto:helpdesk@uno.edu

